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Abstract:

This study addresses the challenge of applying the rules of International Humanitarian Law (IHL) to
cyberattacks, in light of the growing digital threats and the increasing variety of armed conflicts in cyberspace.
The research highlights key legal concepts, including the definition of IHL and the nature and characteristics of
cyberattacks. It also examines various scholarly perspectives on the applicability of IHL to cyberattacks carried
out during armed conflicts, presenting the opposing view that rejects the subjection of cyberattacks to IHL
regulations. The study concludes that certain forms of cyberattacks may constitute actual armed conflicts, thereby
necessitating their subjection to the provisions of IHL—particularly when such attacks target critical infrastructure
or cause significant harm to individuals or property. The study recommends the development of a clear
international legal framework to regulate cyberspace and the modernization of IHL rules to align with the nature
of contemporary conflicts.

Keywords: International Humanitarian Law, Cyberattacks, Cyber Warfare, Applicability of IHL, Armed

Conflicts.
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() Michael N. Schmitt , Computer network attack and the use of force in international

law: Thoughts on a normative framework, Columbia journal of transnational law, 1998—
1999, Vol . 37, P.890.

@ US Army Training and Doctrine Command , DESIGN Handbook No. 1.02 ,Critical
Infrastructure Threats and Terrorism: Cyber Operations and Cyber Terrorism
Handbook, 2005, at VII - 2

() Zimet E.and C. L. Barry ," Military services Overview, Cyber power and National
Security ", National Defense University Press Washington, DC, USA, 2009, P.291.

) Nathalie Caplan," Cyber War: the Challenge to National Security», Global Security
Studies, vol . 4, no.1 ( Winter 2013 ), p 94.

) Marco Roscini," World Wide Warfare — Jus ad bellum and the use of Cyber Force",
Max Planck Yearbook of United Nations Law, Volume 14,2010,p.91.
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(1) German Federal Ministry of the Interior, Cyber Security Strategy for Germany (
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UK in a Digital World (November,2011),13-14.
https://www.gov.uk/government/uploads/system/uploads/attachment-
data/file/60961/ukcyber-security-strategy-final .pdf. 22/6/2019 .

) US DOD, Memorandum for Chiefs of the Military Services, Commanders of the
Combatant Commands, Dirs. of the Joint Staff Directories, Joint Terminology for
Cyberspace Operations, November 2011, available at:
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perspectives and the case of the United States, IFANS, Vol . 19, No. 1, June 2011. P.
105.
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University, Full 2013, p.1.
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